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Strategic Technology Trends Are Changing Our Business
Models and Ecosystems

Digital Mesh

Device Mesh
Continuous and Ambient User
Experience (UX)
3D Printing Materials

Adaptive Security Architecture Mesh App and Service Architecture

Advanced System Architecture Internet of Things (loT) Architecture

: and Platforms
New IT Reality

Gartner




Standard Chartered launches 7 q\
banki Money | Banking 1]

e By Der Current accounts = Mortgages Creditcards Savings

& - Money - Banking - Savings
Peer-to-peer giant Zopa to
The * launch digital bank a
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THE MILLENNIAL
DISRUPTION INDEX

Banking is at the highest

s Risk !

Online  Personal Mobile Discount Household Banking
Computing retail Goods
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LACK OF CONTROL

» Fall protection wos missing

» (o-worker sick, reploced by
upprentice

# (rone olso needed elsewhere

* Building worker erected slob
trooke

# Building worker waolked ouf on
beam to re-olign slob

Source: Kjelén ond Hovden 1993,

LOSS OF CONTROL

Building worker
slipped,

and fell...

to floor below

Rib broke,
lung was punctered
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Top Third-Party Apps
Social & Communication Apps

Unique Apps by Category

Social

Color shows sum of total installs



Top Third-Party Apps
Business Productivity Apps

Unique Apps by Category

Business Productivity

Color shows sum of total installs



Top Third-Party Apps
Gaming / Entertainment / Non-Productivity Apps

Unique Apps by Category

Gaming /

Entertainment / Dpentable
/L Non-Productivity
7%
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Trends and Challenges
-5 g& ¢
| Nl
Budget disconnect
47.9% have budget increases (YoY);
75.5% cited lack of sufficient
CISO role maturing budget as top challen
98.0% have CISO role; P i
89.8% of CISOs report 1o CIO
Wed
mbsm

— =
%ﬂ ’459&

Role standardization L"'"f'
Over 96% of CISOs shared o
similar top five functions
Confidence Gap m
Ability to protect ———
against external attacks; Cyber threats
Only 24% CISOs vs Increasing sophistication
609% State officals of threats #2 barrier;
74.5% malicious code top

exiernal data breach

H B

= Uiyt

Talent crisis
59% of CISOs choose
talent as #3 top barrier;
9 out of 10 choose salary
as top barrier 10 s1atfing

Call to Action

b &
1)

b &
Define and establish
new executive roles
Support responsibilities

with CPO and security
technology roles

L) |
“ W

Communicate risks and impacts
Periodically communcate to
business leaders 1o obtain
commitment and funding

ali
Document and approve =]
Define cybersecurity strategy  pefine and measure
to obtain appropriate funding g b ech metrics, align them

to business values

A iyt

assess security
Cnlhbomemm

Stay abreast of emerging
technologies and threats; Establish millenials-focused
talent management

build vigitant and resiient
capabdities

Embrace outsourcing of
cybersecurity functions
Bridge the talent inadequacy

J o W)




TYRO (EFTPOS) Kitchen Printer
TYRO (EFTPOS) : =

Wi-Fi Router

POZWorx Server

Receipt Printer
Scanner (Opt) P

Cash|Drawer

POS Terminal

Data Spine

LTI

ESXi
vm vm vSCSI Queue
.\N 9 ;
VMkernel/VSAN Queue Management FP/DFA to LR Twox40GE Links per Fabric
: R,
MPP S0 SAN PAG o0 SAN FAE
Multi Pathlng Layer 6000 SAN FAB A 6000 SAN FAB B

Disk
controller
ports ports

Adaptor Queue
Port Queue ?

s 10GE LAN and FCoE
40GE FCoE
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3) Secure Configurations for

19) Incident Response and Hardware and Software

Management
4) Continuous Vulnerability
Assessment and Remediation
18) Application Software Security 18
5) Controlled Use of
Administrative Privileges

17) Security Skills Assessment and
Appropriate Training to Fill Gaps

6) Maintenance, Monitoring

16) Account Monitoring and Control 16 and Analysis of Audit Logs

7) Email and Web

15) Wireless Access Control Browser Protections
8) Malware Defenses
14) Controlled Access Based on the 14
Need to Know G g
9) Limitation and Control
13) Data Protection 12 ,‘ 10 of Network Ports

12) Boundary Defense 10) Data Recovery Capability

11) Secure Configurations for
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Deliver, Service and Support (DSS) - COBIT 5

Manage Business Process Controls

DS5506 Manage Business Process Key
Controls Governance
Practice

DS506.01 Align
control
activities
embedded in
business
processes with
enterprise
objectives.

D5506.02
Control the
processing of
— 7 — information.

o 3 [=(@lflo| ¢l | E=| so|e|Hnjo=| £| 1|-|o| mle|\|a| | ! D5506.03

Manage roles,
responsibilities,
access R AR I
privileges and
i ‘ ! levels of
~~~~~~~~~~ , , ; authority.

D5506.04
Manage errors {1 ]A
and exceptions.

D5506.05
Ensure
traceability of
Information
events and
accountabilities.

Pizza customer

Clerk

Pizza vendor
Plzza chef

Delivery
boy
5
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Multi-Factor Authentication

DEFAULT
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EMBEDDED

PROACTIVE

FULL FUNCTIONALITY
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ory of Authorized and
orized Devices

20) Penetration Tests and
Red Team Exercises

19) Incident Response and
Management

18) Application Software Security 18

2) Inventory of Authorized
and Unauthorized Software

3) Secure Configurations for
Hardware and Software

4) Continuous Vulnerability
Assessment and Remediation

17) Security Skills Assessment and
Appropriate Training to Fill Gaps

16) Account Monitoring and Control 16

15) Wireless Access Control

14) Controlled Access Based on the 14

Need to Know

13) Data Protection 10

12
12) Boundary Defense

5) Controlled Use of
Administrative Privileges

6) Maintenance, Monitoring
and Analysis of Audit Logs

7) Email and Web
Browser Protections

8) Malware Defenses

9) Limitation and Control
of Network Ports

10) Data Recovery Capability

11) Secure Configurations for

Network Devices
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TRADITIONAL ANTIVIRUS

Traditional AV takes a malware-centric view of endpoint security; identifying
malicious software by matching it to pre-identified signatures and heuristics.

EMAIL SCANNER
URL SCANNER

— - 0

Signatures & Malware Decide once,
heuristics identification forget forever



NEXT-GENERATION ANTIVIRUS

NGAV takes a system-centric view of endpoint security, examining every
process on every endpoint to algorithmically detect and block the malicious
tools, tactics, techniques, and procedures upon which attackers rely.

‘=' Q
X

Data science & Long-term analysis to Deep attack
threat intelligence detect attacker patterns context & insight

/1)
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To Summarize



Retail Banking

Private Banking

Commercial Banki

Transaction Banki

Investment Bankin

Foreword
0 Introduction
@ 5cope
eNormative references

oStructure of this standard
Bibliography

Information
security policies ‘

o
Asset management

P
eTermsand definitions 0

e Cryptograpl| |

Access coptno! ‘

Q) i |ne@o] oy

Operations
security

2|=| wjo/ofrn

=| # 1]=|0] Blo|\@| £

Pizza customer

15} Organization of
information security
Human resources

security

Insurance
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o Physical ar
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LACK OF CONTROL

» Fall protedtion wos missing

Co-worker sick, eplaced by
apprentice

 (rane afso needed elsewhere

* Building worker eredted slab

aooke
«Building woker wlked o on
beamo re-lign sob

Seurce: Kielén ond Hovden 1953,

LOSS OF CONTROL

Building worker
slioed,

acl_rules', sdetas

Update the rule with the r

this->_sql-supdatel ‘acl_rules', arrayl *scces

h( $this->rules as skeymgrule ) {

role_id'] wm grulel*role_id
) {

unset( sthis->rules skey | )
} else {
$this-srules skey ]['access’

}

NEXT-GEN AV

L

Holistic monitoring of every process
over time, whether malicious or not

Reglstry

'

TRADITIONAL AV

Point-in-time identification of
malware based on simple rules

ontents

File heuristics






